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Network Security and Learning Support System

Nobukazu IcucHr*

Increases in damage caused by frequent unauthorized access and information leakage due to security acci-

dents are getting major social problems. According to the Ministry of Economy, Trade and Industry’s report in

FY 2016, the information security engineers in Japan predict that the shortfall will expand to 200,000 in 2020.

From such social background, effective training of network security engineers is desired. By learning security

by books, we will acquire systematic knowledge. In order to acquire advanced skills, practical skills through

practical training and exercises are effective. Therefore, a practical training environment/learning support system

with a simulator realized by software and an emulator utilizing a virtual environment has been proposed, and

future development is greatly expected. In this paper, we introduce case examples of practical training/learning

support for learning network security and network security learning support system using the virtual machine

environment developed by the author.
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